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“The value of a telecommunications network is proportional to the square of the number of connected users of the system…” Robert Metcalfe, as attributed to him by George Gilder

INTRODUCTION

Should you care about your colleagues’ tweets?

In just two years, social networks have grown from relatively fragmented niche sites to an ubiquitous presence on the World Wide Web.  For many company workers, signing onto Facebook is now as much of their morning ritual as the Starbucks Latte or checking out the sports pages.   Bill Gates is said to have a half hour per day Facebook habit.  President Obama Twitters.

Meanwhile, in Legal Departments across Corporate America, social networks are under the radar either because counsels believe that existing policies are sufficient to manage risk, or worse, they believe what employee posts into social media poses only minimal risk to the corporation.

This article will introduce counsel to the risk presented by unfettered communications into social networks.  The risk is serious, pervasive, and increasing.  Existing policies are unlikely to cover evolving situations, but even assuming existing policies are in place, enforcement can be problematic.  Finally, the article proposes a policy template that includes current practices and talking points.  

RISKS FROM SOCIAL NETWORKING

Social networking (and its enabling technology, the social media) has grown exponentially in part because of the emergence of Web 2.0.   

Web 2.0 has brought social interaction to the forefront of web activities.  Web 2.0 describes the set of technologies that have transformed the web from a one way communication portal to a real time interactive community building medium.  Using responsive websites, services like RSS, applications like video uploading, and ever faster communication channels,  web users have found new and richer ways of keeping in touch with friends.  On the web, messages have moved from email, to chat, to instant messaging, to Skype, YouTube, texting, and now to Twitter in less than 5 years.  
Today, it is possible to stay in touch more frequently with more people in a greater variety of ways. Broadband communications coupled with increasingly sophisticated online browser based software allow users to share tags and comments on everything from text, video, photos and audio. The sharing can be almost continuous throughout the day.  Twitter users “tweet” (that is, text messages of less than 140 characters) to their followers multiples times daily. 
One frequently overlooked risk is that with today’s inexpensive storage, everything that is shared can be kept online – in theory – forever.  

Moreover, so much sharing imposes a variety of risks on the corporation and in a number of diverse areas.  

Some recent examples of social networking by employees that have either generated negative publicity for the employer or drawn regulatory attention:

· An April, 2009 Wall Street Journal article reported that the SEC is monitoring corporate communications made via Twitter.

· In April, 2009, Dominoes Pizza employees posted an allegedly humorous video about how pizzas are made.  The video included unhygienic and rude behavior, as well as employees mocking customers.  The video “went viral” and was widely viewed.

· In October of 2008, Virgin Airline hosts and hostesses posted disparaging remarks about their airplanes and the customers.  These remarks were disseminated widely.

· The revelation in July 2007 that the President of Whole Foods, John Mackey, had been posting disparaging remarks about competitor Wild Oats, while boosting his own company.  Sensitive comments were made ahead of the merger of these two companies.

In legal practice areas, liability may arise from colleague postings, for example:

In the area of intellectual property: too much sharing by engineers could jeopardize claims for patents or trade secret status; uploads may infringe copyrights; and the company’s trademarks may be used inappropriately.
In securities:  misleading statements made by persons with knowledge of the company may be construed as securities fraud; bloggers may make statements during a company’s “blackout” period; and bloggers airing a corporation’s dirty laundry on a blog or forum may run against the company’s view of disclosable events.
In tort:  The company could be exposed to liability if a worker uses company email to harass or defame another party; hype by company insiders could be grounds for false advertising.

Liability could be also incurred for even the most well intentioned acts of social networking.  For example, HR departments may go to social networking sites to research job applicants.  However, there is a danger that they may gather protected information such as race, age, religious backgrounds, etc. that may expose the company to discrimination claims.

THE NEED TO MANAGE RISK

 For corporate counsel, this means keeping on top of the relevant technology and the risks it poses.  Counsel need to create, adopt and enforce policies that reduce risk without causing bigger problems.

Problems like resistance from colleagues.  Bloggers within the company may not take kindly to heavy handed controls---which may not work, and in some cases, may backfire.  Companies may find their policies posted onto the web, dissected, and criticized by the general public.  So the creation of policy itself becomes risky.

One of the most difficult aspects of formulating policy will be enforcement.  Significantly, there are numerous federal and state statutes protecting employee speech rights in the workplace, including those that shield whistleblowers.  Garden variety review and termination provisions may not be enforceable.

POLICY DRAFTING CONSIDERATIONS
Begin by reviewing existing policies In light of the company’s orientation towards social media:   Including policies covering communications, privacy, confidentiality, email use, legal holds, and employee ethics.  

Consider the formation of a Social Media Team that will offer guidance to executives on policy related to Social Media.  The team should also be assigned to monitor web traffic about the company using applications like Google Alerts or Trackur, with a mandate to report adverse communications to someone with authority to act as soon as possible.

The company needs training programs to disseminate the policy and to remind employees of existing policies.  Training can be in the form of in-house online self study programs, presentations, or outsourced to consultants.

FIRST DRAFT POLICY TEMPLATE

So bearing all the risks and repercussions in mind, here is a proposed draft policy based upon a review of current best practices.

1. THIS COMPANY BELIEVES THAT SOCIAL NETWORKING IS AN IMPORTANT FORM OF COMMUNICATING.
a. The policy should begin with a discussion of the company’s orientation towards social networking.  Then itemize a non-exclusive list of risks that are posed by uncontrolled postings into social networking.

2. WHEN POSTING ONTO SOCIAL NETWORKS, COMPANY EMPLOYEES SHOULD EXERCISE GOOD JUDGMENT AND PROFESSIONALISM, AND ALSO COMPLY WITH APPROPRIATE COMPANY POLICIES.
a. Make a list of existing company policies.  Emphasize that social media should not be used as a means to run around existing policies.  

b. Employees should be given a reference point (such as the Social Media Committee, or the name of a designated in-house counsel) from which to “check” when they are unsure about postings

c. The Employee Code of Ethics should be referenced and attached to the policy

3. USE PERSONAL EMAIL ADDRESSES ONLY ON SOCIAL NETWORKING SITES.
a. Company email addresses should be used only for company related communications---just like company letterhead in the ink-and-paper days.  

4. DO NOT USE THE COMPANY LOGO OR TRADEMARK WITHOUT WRITTEN CONSENT OF THE COMPANY
5. WRITE IN THE FIRST PERSON AND USE A DISCLAIMER
a. Use a disclaimer reviewed and approved by the company.  The disclaimer should clearly state that the opinion is that of the author and does not represent the view of the company.

6. WHERE APPROPRIATE, DISCLOSE ASSOCIATIONS WITH THE COMPANY
a. When discussing company activities, disclose your connection to company and role within company

b. Use good judgement and strive for accuracy in communication

7. RESPECT OUR STAKEHOLDERS
a. Do not disrespect our competitors, customers, vendors, business partners, and other stakeholders in the company

8. RESPECT INTELLECTUAL PROPERTY RIGHTS
a. Where appropriate, reference and cite sources

b. Do not upload materials without permission

c. All postings should comply with the company’s applicable confidentiality, privacy, and disclosure policies

CONCLUSION

Companies should recognize the need of netizens to speak in their own voices.  So their policies must walk the fine line between protecting the company while respecting the right of the worker’s to express themselves on the web.  Use policy and training programs to remind them to use their good judgment and avoid irrational exuberance on social networks.  Crafted well, these policies should allow workers to tweet without the company looking like a twit.
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